PE CUONG

Internet an toan cho hgc sinh

Phan 1: Internet va an toan thong tin

a. Loi ich va hiém hoa

- Nang cao nang suat cong vi€c, trong linh vuc giao duc, nguoi hoc ¢6 thé ngoi ¢ nha

cling c6 thé tham gia 16p hoc...

Thiét bi di dong
bi¢n toan ddm may
Dir liéu 16n

Tri tué nhan tao
Chuyén dbi s6
Thuec té 40 (VR)
Internet of things

Xay dung do6 thi thong minh

- Hiém hoa cua Internet xay ra cho loai ngudi nhu: Ludi van dong, lang phi thoi gian,

nghi¢n internet va mang xa hoi...

b. Cong dan sb: K§ ning cong dan thé ky 21

Tuodi tré
D& két ban
Str dung may tin nhanh
Pa sb ban tré s dung mang xa hoi
M&i quan hé xi hoi ciing bi anh hudng nhiéu tir internet
1/3 timg bi quay rdi online
1 trén tré em nhan dugc nhimng hinh anh goi ¥ vé gidi tinh thong qua tin nhan.
Dé gia mao c4 nhan khi online
Céc k¥ ning cong dan sb:
K¥ nang st dung img dung va hang vi

K§ ning an toan trén khong gian sd

c. Nhitng kién thirc co ban vé an toan thong tin

- An toan thong tin la gi?

- Nhiing dic diém cia thong tin

- Nhing thong tin anh huéng dén thong tin

d. Vai tro con ngudi vé an toan thong tin



- Hién trang an toan thong tin tai Viét Nam
- Trach nhiém c4 nhan vé an toan thong tin
- Mot s van dé lién quan dén luat an toan thong tin tai Viét Nam

e. Thuc hanh
- An toan cho trinh duyét web (internet explorer va google chrome...): Luu mat khau,
x0a thong tin luu trinh duyét web, huéng dan phan mém ngan pop ups quang cao
- An toan mang khong day cong cong
- Google passaword
- Tao usb stealer
- Backup file

Phin 2: Internet an toan cho tré

a. Ga gam va quiy rdi truc tuyén

b. Tinh bao mat va quyén riéng tu trén mang xa hoi

c. Nhitng nd1 dung khong phu hop

d. Thuc hanh
- Step By Step Safety & Privacy Settings - YouTube Safe Search PC
- Phone Privacy & Safety For Kids - Disable Location Services
- Google Safe Search Settings PC Browsers
- YouTube Channel Privacy. P18. YouTube Blocking
- “In-App Purchases” On Apple Mobile
- Parental Controls Windows 10
- Online Security - Passwords - Antivirus - Two Step Verification

Phin 3: Cac chi dé an toan thong tin dwoe xi hdi quan tim nhiéu hién nay

Bit nat truc tuyén (Cyberbullying)

o ®

Downloading (tai xung)
Gaming (Tro choi truc tuyén)
Social Networking (Két ban trén MXH)

& °

Online Grooming (Gia danh)
Parental Control (Tinh ning kiém soat ndi dung va truy nhap danh cho cha me)

Noi chuyén véi tré em ve an toan tryc tuyén

= @ oo

Video chat va Webcam

Sexting (nhén tin goi duc)

— o

. Online Sexual Harasment (Quay réi tinh duc truc tuyén)

—.



k. Live Streaming (Video truc tiép)
l. Screentime and Healthy Balance (Thoi gian truc tuyén va stic khoe)
m. Online Pornography (Cac 4n pham tinh dyc truc tuyén)
n. Thuc hanh
- Skype Privacy Settings Windows 10
- Panh cap mat khau facebook
- Parental Controls for iPhone, iPad
Phin 4: An toan thong tin c4 nhan
a. Cac kiéu tAn cong co ban trén mang
- K§¥ thuat nghe 1én
- Thay dbi dit liéu
- Gia mao danh tinh
- Tén cong do tim Password
- Téan cong tir chéi dich vu
- Tén cong dua vao cic ma doc phan mém
- Tén cong lira dao
b. Giai phéap bao vé phong chdng co ban
- Su dung k¥ Windows Firewall
- Xéc thuc 2 yéu to
- Backup va recovery dir liu
- Cap nhat va Windows va software
- Sir dung phan mém Antivirus
- Nhan thirc an toan thong tin cho ngudi dung cudi
- Nhan biét Website an toan
- Phong tranh va han ché bi tan cong social engineering
- An toan khi sir dung thiét bi ngoai vi
c. Thuc hanh
Str dung phin mém Keylogger danh cip mat khau
Str dung S.S.E file Encryptor cho PC

St dung Wireshark dé giam sat hoat dong mang

An toan sur dung thu dién tir (Gmail)



Phan 1 - Internet da thay doi

cuoc song cua chung ta nhu
thé nao ? Internet an

~ toan cho
. hoc sinh

Tap huan cho Giao vién

Thanh phé Hé Chi Minh, théng 10/2019
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O Viét Nam chang ta ?

AVERAGE DAILY TIME AVERAGE DAILY TIME AVERAGE DAILY TVVIEWING TIME AVERAGE DAILY TIME
SPENT USING THE SPENT USING 50CIAL (BROADCAST, STREAMING SPENT LISTENING TO
INTERNET VIAANY DEVICE MEDIA VIA ANY DEVICE AND VIDEO ON DEMAND| STREAMING MUSIC

dammio.com

6HS52M 2H37M 2H43M 1HZ21M

Viber, Whatsapp, Youtube...).
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Other mobile
device
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Daily internet usage rate in Vietnam in 2016, by age group
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nhan loai

tao ra
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Mat trai knOng mong \'&J/

muon cla Internet
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10 dieu khéng mong muon cta Internet
1. LPOl van déng

2. LANG PHIthoi gian

3. BAT NAT trwc tuyén (Cyber Bullying)

4. Noi dung KHONG phu hop
5. NGHIEN Internet va MXH

6. GIAM kha nang tw duy

7. THIEU ngd

8. KEM tap trung

9. Twong tac Face-2-Face GIAM SUT
10. LO théng tin ca nhan
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[Video]

10 tac dung khoéng tot cua Internet

http://alturl.com/8cmrz
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Cac tinh ndng dugc sir dung nhiéu nhat trong mot ngay Cac tinh nang dugc dung nhiéu nhat theo tuan

Lén mang xa hdi 89% Xem video

Goi/nhdn tinqua App I 75%

Chyp anh B M 75% Lén mang x3 hoi

lrotweb ] 72 %

Nghe nhac, xem video 69% Ding cong cy tim kiém

Kidm tra mail Bl 64%

Choi game l G1%

Choi game

Goif nhin tin B 59%

¥em ban do e -

Tim thong tin san phdm

Mua sam B Bl S0%

Ngan hang digntlr B B 39%

Mua sdm
Bocsach I 5%
Kiém trasirc khoe

Khac

5 (7= 997 s dung MXH

'

.I J .I
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Nghé nghiép clia nhitng ngudi sir dung Internet

Sinh vién/ Hoe sinh

Bidu hanh cip thip/ Nhan vién cip dwdi
Lam nghb chuydn mén (Bac s Lufit su/ KI sw/ Gido
vin)
Céng nhdn nha may/ ngudvi ban & cdng nhén xay g9
durng/ &m vide trong nwedc

Didu hanh cdp trung/ Nhin vién cdp cao - 6%

Nghi huw dang tim mt cong viéc khac [ 5%

NI trgy - 5%

Ty kinh doanh (c6 & hon 10 nhan vien) [ 4%

Mhan vién van thu! Nhdn vidn kinh doanh . 3%
Ty kinh doanh (kKhdng c6 nhan vien) [ 3%
Budnban nhs I 2%

Tig kinh doanh (c6 nhidu hon 10 han vien) ] 1%

Tu hdinh nghé chuyén mén (Bac sV Ludt suf KT su/ I 19,
Giao vién)

Chicirahang ] 1%

Céng viic bubn ban cd qua trurding 1dpd Ngudi didu I 15
khidn mdy méc [tho may)

MNong dan/ Ngu dan | 0%

0%

Ngudn: Cimige NetCitizens
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CUOC SONG SO clilacacem ©

“Nhiing trai nghiém khéng mong muén khi scr

dung internet”
oo trai nghiem |-:i1-:;n.'1-:,_| Mg o lidn quan Jén

bao lirc $Trung tm Sang kién Strc khoe va Dan so cung
B4 Lao ddng, #hwong binh va#a hdi, 20143

bude phai tiép xue khing mong mudn vdi 1ai

[ khiéu dam

“trén mang Internet ¢ Viét Nam hién nay dang

gdp hanh vi dy dé tinh due qua mang

ton tai vdn h6a pham khiéu dédm tré em mang

nhan duge yéu cdu tiét 16 thdng tin ¢a tinh thu’O’ng mai’

nhdn/hinh anh khong mong mudn

(nghién ctru cta B6 Lao dong, Thwong binhyva

Xa hoi va UNICEF 2014) f:)

%

“—} L 'H'-I # .'"lf-
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CUOC SONG SO clilacacem ©

- Cac mdi quan hé ca nhin bj anh hwéng nhiéu tir

"bong bong ao” @i Internet

. Chap nhan web nhuw |a *phuong tién chi phoi* &
twwong tac xa hoi véi ban bé, MXH va tré choi chi
phdi thei gian online
« Thoai mai v&i ban bé bén ngoai xa hdi hon 1a d6i v

hguwrei nha

« Bac s Nhi khoa khuyén céo khéng nén sir dung may
tirik: qua §¥2 gid/ngay cho thiéu nién duwdi 18 tudi {J

(*) Hiép héi bac si Nhi khoa Hoa Ky, 2013 s
\-} 'H._I . I_I.r"'
28/10/2019 '--.q_____.-'ll \J:#- 2




Ban hay Thu? O

- §2 cac em tirng bi quay roi online
L - J¢7 tré em nhan dwoc nhirng hinh anh goi y vé
L gioi tinh théng qua nhan tin hodc ban trén MXH
. Dé dang gia mao ca nhan khi online
. Ké di san thanh thgo véi MXH, cé nhiéu kinh

nghiém du dé va tham chi la tdng tién online

Mot 6 gai 16 tudi trén MXH @

28/10/2019
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J
- Khoéng chi nguoi Ion maoi... 3

- Cac ndi dung khiéu dam san co va do hoa hap dan
hon bao gi® hét
- Tang kha nang “ti” tiép can do cac cudc tan cong

mitey thue rac trén MXH, ads-on website

. D6 tudi trung binh cho lan dau tién bi tiép xac véi

khiéu dam la 1

_J

Q:
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21ST CENTURY
SKILLS

HOW TODAY'S STUDENTS
CAN STAY COMPETITIVE

N INACHANGING JOB MARKET
Learning Skills Litermcy Skills Life Skills
Critical Thinking Information Flexibility
"'r':‘"-u
T =
& C~
. o= Leadership
Creatsvaty o

[
Media

4

collaboration

Initiative
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¥ Communication J
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- 21ST CENTURY
i RN SKILLS
-....Eé:” HOW TODAY'S STUDENTS
| S CAN STAY COMPETITIVE
' IN ACHANGING JOB MARKET
v Learning Skills =~1Cac ky néng Hoc Learning Skills Literacy Skills Life Skills
£ n 2 Critical Thinking Information Flexibility
tap va- Sang tao (4C) | @% G
N L‘:e.m::ul-,- Leadership
™ v Literacy Skills — K§ ndng Thang | ol
| tin, Truyén théng, Céng nghé (IMT) b E
. . B ? % . Technology s
v Life Skills — Cac ky nang Séng gy
(FLIPS)
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Digital
Access

o =

{ull slectronic
participation in society

Digital

elactronlc raspons| bty

for actions and deeds

28/10/20

9 k§ nang cua
CONG DAN SO

Digital Digital
Commerce Communication

$ N

electronsc buipmg and electronic exchangs of
salling of goads irfarmetion

R

ghts & Digital Health & Digital
5 Wellness Security

\ 4 &

L %J’ r:h:,-sl:_'.'nl & peyvchologssal elactronic precautions 1e
el :| wiell-baing in a digital worl | guarmniee safety

Digital
Etiguette

pee

wlectronic stendards of
eonduct or procedre

#hitesizePD
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Ghi nh&

1. 9 ky nang céng dan so bao goém

Digital Literacy va Digital Security

2. Digital Literacy: ky nang st dung

trng dung va hanh vi 'ng xw

284 1,0 °250 %9 23



vai tro cua con nguoi
trong ATTT
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Ngul@&n nhan chinh dan té&i that thoat div liéu

Thét lac hoac
hiéu sai quy trinh

8 0/ Bi lay trébm
O ndibod Bat can bén trong — 30%

Hiém hoa néi bd — 8%
3 2 0/ - o VET qua LGETRGET nc}i b6 - 31%
'0 1 4 /0 doi tac
Phishing /Hacking/ Tac nhan noi bé — 69%

Malware Kétromter  Tac nhan bén ngoai - 31%
bén ngoai

240 Nhan vién vo
O tinhhoaccdy

28/10/2019 pA

Data Security Incident Response Report - Baker Hostetler




DPiém xam nhap

Pong cap Quan ly Pong cap

28/10/2019



Actors

Instructions

Hé thong Bﬁﬁ
thong tin (1S)

Computer Side Human Side

va vai tro cua

con nguwoi




Ghi nh&

v IT — C6 thé thué hodc mua
v IS — Khéng cé san, phai phat trién

v Con ngudi — Khau yéu nhat va co tinh can tr&

28/10/2019 29






Tai liéu tham khao

«"A Handbook for Adolescents/Students on Cyber Safety™
«"“The Cyber Safety — Keeping You Safe”
»"Cyber Safety Manual - Basics and strategies for carers”

2"'A parents’ guide to filtering technologies — Get With It”

28/10/2019 31



Phan 2 - Internet an toan
cho tre em — khong chi la k¥
thuat

Internet an
toan cho
hoc sinh

Tap huan cho Giao vién

Thanh phé Hé Chi Minh, théng 10/2019




Glao V|en can co |
| nhwng vai tro gl -
trong cCuocC. song

"‘\l"

so cua hoc smh’?

28/ 120 1



o

~Ga gam va quay roi true tuyén O

Online harassment

28/10/2019



Ga gam va quéy roi truc tuyén

Thwe té
« Internet va MXH két ndi ching ta véi nhirng Ban cé thé lam gi?
nguoi tot va ké xau + Than trong

« Nhi*rng mdi quan hé khéng mong mudn tw o ToN trong

Internet va MXH - B
% Khong tra dia
s Canh bao hanh vi xau

¢ Lwu lai ching cwr

+ Khong tham gia

28/10/2019
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Boc ky chinh
sdch bao mat
va sif dung di
liéu trudc
khi dang ky.

| Thiét 1lap
cac cai
dat phu

l haop .
\xﬁkk —_—

e

Ludn doc ky
cac thong tin
yéu cau su
déng y dé
truy cap hoac
chia se.

Thay dau hiéu
! . s
¥i pham doil val
| thong tin ca
hhan, hay lién
he ngay voi cae
o quan_chig

, nang.




Su’ riéng tu

e = A w .‘?
Thwc té Ban c6 the lam gi~

 MXH: cap nhéat nhirng moi quan hé, tim ban c, ¢ GIU Sy rieng tw

£ R KD s Bao vé may tinh
két ban mai, chia se trang thai ca nhan va... = : y

> . y4 e ~ IR > ~ o & ] : " i
* Rui ro: bi quay roi, ga gam, bi ltra dao, trom danh Neu ban c6 tre em

tinh, mAt di liéu, tdn hai uy tin ctia ban than va & Thong bau

nguwoi khac

28/10/2019




Nh[?}}g noi adung khong phu hop

Imp

Ban mudn chan ndi dung gi?

Chi chan video nay

~  Chan toan bo kénh:

28/10/2019




Nhirhg noi dung khong phu hop

Thuc té:

, Ban c6 thé lam gi?
Ban chwa thé phan biét duwoc: » Thidt 1p quy the
* Nhirng nGi dung phu hop voi Itra tudi « St dung cong nghé
« Cho nao khéng nén click trén mot trang web « Trao ddi véi tré/cha me

* Trang web nao khong tin cay # Chla dong (Common share media)

28/10/2019







Tai liéu tham khao

«"A Handbook for Adolescents/Students on Cyber Safety™
«"“The Cyber Safety — Keeping You Safe”
»"Cyber Safety Manual - Basics and strategies for carers”

2"'A parents’ guide to filtering technologies — Get With It”

28/10/2019 10



Phan 4 — Ky nang an toan
thong tin ca nhan Internet an

toan cho
hoc sinh

Tap huan cho Giao vién

Thanh phé Hé Chi Minh, théng 10/2019
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An Toan Thong
Tinla gr?

Information security,
sometimes shortened

to InfoSec is the practice of
preventing unauthorized
access, use, disclosure,
disruption, modification,
inspection, recording or
destruction of

Wikipedia

28/10/2019
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s*Hacker

Phan loai ké tin cong *sCracker
s*Script kiddies

s»*Malicious Insider

% Industrial espionage

28/10/2019 5




The Big Cyber Threats Breakdown:
Types of Cyber Attacks

S E%
- o o l{

- Ny
e

W
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Hiém hoa

ng
/ pharm
ZENR (m,é a@(‘) “am) J Even't \Oggef
/ Mawar® (i 8¢ og 2 ger
Wafe m : / Key \Og
(O An QIEP (SPVW&YQ) . g Bome!
A 1a 3 BO
/ phan i ca0 (Adware) s norse
9 A Q)
~ AQC quaﬂ% Trg\a“
v Ma d T (\N oY ) 4
Vo Sal may ul pam)
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Social Engineering Phishing

PESPSN O GET
RN i)

~N A / 2 4 Mé héa dtr ~ 1
Tén cong co chu dich ;¢ s o itk bao coin

RANSOMWARE

S aé_. ——

28/10/2019 8




Social Engineering

Cac ky thuat danh lira ky

thudt va phi ky thudt, dan du
nan nhan lam theo kich bdn
tam Iy cua ké tin cong
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Social Engineering Phishing

PESPSN O GET
RN i)

T4n o8 Sl dich Ma hoa dir \ :
an cong co6 chu lidu tong tign bao coin

RANSOMWARE

S aé_. ——
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Phishinga tha doan

chiém céc théng tin nhay
cam nhu tén tai khoan, méat
kh&u, chi tiét thé tin dung (va
tat nhién la tién), thuong la vi
ly do théng qua chiém dung
long tin qua cac phuwong tién

giao tiép dién ti.

28/10/2019

DON'T GET
HOOKE

How to Recognize and Avoid

PHISHING |
ATTACKS




Hello!
As part of our security measures, we regularly screen activity in the Fac ebook system. We recently

contacted you after noticing an issue on your account

Our system detected unusual Copyrights activi Jinked to your Facebook account, please follow the link

spelling

C
pellow to fill the (‘(.‘(;}"r-g")t Law form

http//Www. facebook.com/application_form Links in email
Note: If you dont fill the application your account will be pcmwncm.‘y blocked. Threats
‘\‘vgd!ds.

Facebook Copyrights Department Popular company




vaur Passwond Was
SuCoessfully Besar

.llT%

Wew Woce Message
AL 172340

9% ™. a

‘ Frafife Views

Wew Fooorsermens™

Lirkegen

;.5;&31%--:: = 'r--rrém--nr' m o 38%

Fimme frem Oaegir

Toir My Nefwors™

Q@ "
Lo Ale Fue Chftame
On Motoroda Mato X #

17%

L]
|
Yo Friend Tagrea
A Phato £F Yol

28/10/2019 18% 14
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Successtully Reset

Mew Voice Message

AL 1:23AM
9% ™.
T
FaCebooK P wworid Choygr*

1% =

Tremnary Fmupl Change™

Login Alert For Chrome =
On Motorola Moto X #

17%

\ 7%

B

“Profile Views"
‘Wew Endorsements” Linkedin
m — 38%
TJoin My Network™
“Add Me=

Em

L]

\

Your Friend Tagged
A Photo Of You

18%




TOP 4 () GENERAL EMAIL SUBJECTS

j@ Password Check Required Immediately 34%
U You Have A New Voicemail 13%
™. Your order is on the way 11%

# Change of Password Required Immediately 9%
'; De-activation of [[emaill] in Process 8%
= UPS Label Delivery 1ZBE312TNY00015011 6%
*,* Revised Vacation & Sick Time Policy 6%
f§ You've received a Document for Signature 5%
P Spam Notification: 1 New Messages 4%

4 [ACTION REQUIRED] - Potential Acceptable Use Violation 5%

cires to remain security minded., There's also
1 1o click (i.e., new

stery tha 25 le curious enough
. soue of mystery that often makes people _ ck .4 .
:Ell:[;r:%'ll;l En-r'de r}.l::-n rf;r: way). Password management 1> a popular way to get people

to click on a link,

Hackers are playing into employees’ de

28/10/20f9 %




You have a new encrypted message

IT; Syncing Error - Returned INcoming messages

HR: Contact information

FedEx: Sorry we missed you

Microsoft: Multiple log in attempts

IT: IMPORTANT - NEW SERVER BACKUP

Wells Fargo: Irregular Activities Detected On Your Credit Card
Linkedin; Your account is at risk!

Microsoft/Ofmice 365: [Reminder]: your secured message

Coinbase: Your cryptocurrency wallet: Two-factor seftings changea

tions intended for the individual Is strong The
atrisk alsop into the human ps
FImiec y Lo resoive Lhe BoUE

The desire (o receive ComiImunetd
ething being wrong and/or
dual to think that he/she must act |

, types of attacks are effective because IJL tl-u.t'n*-: a pel
thinking logically about the legitimacy of the emal

KnewBe4 SECURITY AWARENESS TRAINING | i KNOWBEA s0v

28/10/2019 17




Social Engineering Phishing

PRSP OMT GET
RN || ) ()

Ma hoa dir

Tan cong c6 chu dich libu téng tign

Pao coin

28/10/2019 18







Tan céng hién dai: Than thién, Tinh vi, Lén Gt

-

&

ﬂ Linked[[]. Google+
1

Employees

28/10/2019
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Attackers Customize Attacks to Evade

\

Your Standard Defenses
4 ™\ 4 ] \
Attack Weakest Point: Humans Use Multiple Protocols "“.]" @
910 o @
/O *."& SMTP
EvilGrab MW =
J \ J
/Use Multiple Ports ) - Evolve/Morph over Time . 3
1 EEE rorisa - = =
Ef ronm ﬁ ‘“’ - :I 5‘-.-::!
BIES Port 220 A - S AN
s PR RN
S 5 e
BN ot 12 :| * ‘ E“-K;{“; * =
Pori 43 | - - R
Port 130 [ e = =
Part 75 I
Part #95 IXESHE MW
\_ N

TrendLabs

ikl Raiied b WL B Dadas 1
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Social Engineering Phishing

PRSP OMT GET
RN || ) ()

Ma hoa dir

Tan cong c6 chu dich libu téng tign

Pao coin
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RANSOMWARE
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Ransomware attack
(Eneisticr | i e

Buy deeryplian and get all your Hles back

Pay ransom
Data decrypted?

Ransom note

Multiple Attack Vectors Encrypted Documents

28/10/2019

Back up
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Qoops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe yvou are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Payment will be raised on B Con 1 Recover M}' Files?
Sure. We guarantes that vou can recover all your files safely and easily. But vou have
not 50 enough time.

lime Left You can decrypt some of your files for free. Try now by clicking <Decrypt=.

But if yvou want to decrypt all vour files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, vou won't be able to recover your files forever.,
il We will have free events for users who are so poor that they couldn't pay in & months.

SMBRA0AT 4T :55

Your files will be lost on

How Do 1 Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin-.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins=,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Dk B o ol P, N e e S T T

ST 01T (0:4T 55

lime Lekt

Send 5300 worth of bitcoin to this address:

bitcoin

prieiiitd [12t9YDP gwueZ9NyMgw519pTAABISjr6 SMw
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Social Engineering Phishing

PRSP OMT GET
RN || ) ()

Ma hoa dir

Tan cong c6 chu dich libu téng tign

Pao coin
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Mining Rewards
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Mining More Expensive Than Mining

Chi phi dé dao Mining for cryptocurrencies requires more energy per dollar generated

o than mining copper, platinum or gold
dU’Q’C 1 USD bang Energy in MJ (million joules) to generate §1
Bitcoin cao hon 2

Bitcain 19M) _
lansovdikiéral e — e
Monerg 11 Y=

USD twr viec khai Ethereum 3 e N
v \ o Rare earth metals 9 I
thac Vang, Bac hoac u.umgus e mmmms

- Gold 5 [
BaCh kim Copper 4 f——

Guardian graphic | Source: Nature Sustainability. Note: Energy costs are averages of daily prices in 2018 for
cryptocurrencies and 2017 for metals. Hesting 10L of liquid water from OC to 100C requires sbout 4 2M

Guardian 11/2018




GPU Mining

28/10/2019
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Toi pham dao coin

St dung tai nguyén may
tinh ctia ngwoi khac dé dao
coin cho minh

Siéu loi nhuin va toi thi€u
chirng ctr pham phap
Hoat dong trén moi nén
tang (Android, iOS,
Windows, [oT...)
Tiéu thu nang lwong cua
nan nhan tang vot (gap
do6i sau moi 6 thang

28/10/2019
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Filipino gamers find crypto mining
program in ‘League of Legends’ game
client

By el Bapls - Comtend SRl EH AR IS SR i T PR s 71 LD

INCHITRER  MET I iy rarin

Massive Coinhive Crypltojacking Campaign Touches Over
200,000 MikroTik Routers

Iy Catahin Cimpanu mult 1 2 1 I o]

“The number of organisations affected by Cryplomining malware in the first hall of
2018 ramped up to 42 per cenl, compared to 20.5 per cent in the second half of
2017

[Check Point]

WEBROOT
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Ky nang ATTT ca nhan

» Rui ro &% sy bat cdn

# Phin mém AV

w» MAit khau i quan Iy Mat khau
w» An toan Khi sir dung Email

@ An toan khi lwét web

#» An toan trén mang x2 hoi

» An toan khi st dung thiét bi di dong

28/10/2019
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Rui ro tur sw bat can

% Khéa man hinh may tinh khi kh6ng ngo6i tai may
 Ngat két noi Internet khi khong st dung Z"“‘H _I_ L
 Thiét 1ap cac tuy chon bao mat

* Thwong xuyén cip nhat cac phan mém, sitr dung phan mém cé ban
quyén

* Tranh dé may phai mang di stra chita = Bado vé may tinh

* Dinh ky doi mat khau

e Sao lwu dir lieu

28/10/2019 34




& . , A A A
velpfl - Hieu dung ve Phan mem AV

TipS |

“Phan mém AV lam may chim/nang, nhat 1a kKhi quét hoac cip nhat.”
“Phan mém AV phat hién nhwng khong diét dwoc hét virus”

“Phan mém AV khong bao vé dwoc Facebook”

“Phan mém AV bé khoa rat ré hodc mién phi

“Lam thé nao dé quan ly tré em str dung Internet?”

28/10/2019
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v Thé nao la 1 mat khau manh?

v Cac meo quan ly mat khau

28/10/2019 36




Mét mét khau
manh gém cé

it nhat 8-12 ky tw (CHU HOA,
chir thwong, SO, Ky tw dac biét.
Khéng gom cac tir day du
Khéng gidong username
Khong str dung ngay sinh hoég
nhirng théng tin ca nhan coé the
tim ra ban
Dinh ky90 ngay d6i mat khau

28/10/2019 37




el Quan ly Mat khau

Tips | tiet 10, doc, truyén tay password

- ghilén gidy dan (Sticky notes), glri qua email
. st dung 1 mat khau cho nhiéu tai khoan.
 Dung chung mat khau céng viéc va ca nhan

A
KHONG - Download phan mém c6 uy tin thap
. Cai dat phan mém khoéng dwoc duyét
«  G6 mat khau khi cé ngudi quan sat
« Nhin ban phim khi nguwdi khac gd mat khau

28/10/2019 38



. “See before you click”: quan sat cac chi tiét nhan dang

“Stop-Think-Act”: Khéng click m& cac attachement hoac

cac dwong link nhung trong email khi chwa kiém tra.

« Khéng md va khong tra 1&i cac email la, bao cao cho IT

« Khéng download attachment/file khéng ré ngudn goc,
can than véi cac nguon free/crack.

S dung va cap nhat hang ngay phan mém Security for
Endpoints (AV, FW, anti-malware, anti-fraud software,..)

28/10/2019 39
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Nhan dang website an toan khi log in

. Kiém tra cac dwong link bang cach ré chuot

- Swidung cac trang web dang gia do an toan val’
uy tin

« Khoéng login trén cac cac trang khéng bao mat,
khéng dung https

- Kich hoat bao mjt 2 lop

28/10/2019 41
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[Thwe hanh]

Dwa trén

* Théng tin cam quan trén App, cac giai thwdng, binh chon dat duwoc
o Solrot tai

So/lwot Rating valdiém Rating (t6i da 5 sao)

Tinh nang

Sélquyén yéu cau duoc cap

Quéc tich cuia cdng ty viét (rng dung

28/10/2019
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Khéng ghi nhé mat khau

Khoéa man hinh (passcode, pattern, pin), ngan chan xam
nhap dién thoai khéng cé Uy quyen,

Khéa cac app quan trong (molbang pattern)

Khéng download app tir nguén cé uy tin thap

Khéng két noi cac Wifi free, khéng truyeén file,

két no6i rat nhanh néu qua can thiét.

Backup dir liéu

Tracking device

44






Tai liéu tham khao

«"A Handbook for Adolescents/Students on Cyber Safety™
«"“The Cyber Safety — Keeping You Safe”
»"Cyber Safety Manual - Basics and strategies for carers”

2"'A parents’ guide to filtering technologies — Get With It”

28/10/2019 46



	Tap huan - an thong thong tin tren MXH.pdf (p.1-3)
	Tập huấn Internet an toàn - Ngày 01.pdf (p.4-34)
	Tập huấn Internet an toàn - Ngày 02.pdf (p.35-44)
	Tập huấn Internet an toàn - Ngày 04.pdf (p.45-90)

